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Securely Using Your Phone 
Don’t install applications from 
unknown sources such as an 
unofficial app store.

Don’t use sensitive services        
like Internet banking when your 
device is connected to open WiFi 
(e.g. in cafés).

Don’t allow a scanned QR code 
or NFC tag to dial a number, go to 
a web link or send an SMS unless 
you know that the number or 
website is legitimate.

Turn off features such as WiFi, 
NFC, Bluetooth and location 
services when you are not         
using them.

Always review permissions before 
installing an application and be 
wary of apps that want to access 
sensitive features.

Always check a web link to be 
sure it is going to where you 
expect it to, if in doubt, don’t click.

General Guidelines
Don’t reply to spam SMS 
messages, even with STOP.

Don’t root or jailbreak your phone.

Don’t buy counterfeit phones       
or phones over the web from    
other people.

Don’t let your child play with your 
work phone.

Check your phone bill regularly for 
unusual charges.

Ensure you make the most of your 
phone’s in-built security features.

Follow the rules laid out by your 
organisation’s mobile device usage 
policy, they’re there for a reason.

A full whitepaper is available which describes these issues in greater depth.

What risks are you taking?
Advice on how to use your 
phone safely and securely



What threats do you need to 
be aware of ?
Today’s smartphones have a bewildering array of functionality and features, all of which 
have the potential to cause security issues for users. There are many different methods of 
getting to the information on your phone and there are many different types of attacker from 
jealous spouses through to international hacking groups. Here are some things that you 
may not have thought about:

Applications
Installing apps from dubious   
sources can result in you getting 
infected with malware that can listen 
to your microphone, steal data and 
cost you money amongst many  
other nasty things.

Email
Leaving large amounts of sensitive 
information and data such as all your 
email on your phone can be risky if 
you lose the device or have it stolen.

Device Locks
If you don’t use the security locks 
of your device, it is incredibly easy 
for an attacker with access to put 
spyware on your phone or steal data.

Dialler
Fraudsters may try to trick you into 
dialling a premium rate number from 
a web page or text message.

Short Range Wireless
Wireless interfaces such as 
Bluetooth® and Near Field 
Communication create the 
opportunity for attackers to remotely 
exploit your phone if in range and 
turned on.

SMS
Giving apps access to send SMS 
can sometimes result in premium 
rate texts or personal data being 
sent from your phone without 
your knowledge.

Web Browser
From fake app stores to malicious 
adverts, attackers can try to dupe 
you by exploiting impulsiveness 
and the lack of screen space on       
a mobile phone.

Voicemail
Not securing your voicemail           
box with a PIN can result in  
your private messages being 
compromised remotely.

WiFi
Connecting to compromised 
WiFi networks could result in you 
losing social media and email login 
details and having your credit card 
information stolen.

Camera
Scanning malicious QR codes could 
cause you to download malware or 
visit fake payment websites.

Personal Safety
Don’t use your mobile phone while 
driving – it is illegal and nothing is 
so urgent to cause an accident.

Don’t increase your personal risk 
by putting up a fight to someone 
snatching your phone. Let them 
take it. 

Be careful when texting or 
listening to music on your                      
phone whilst walking, as your 
senses are impaired.

Be careful when using your phone 
if you feel unsafe, especially at 
night where the screen or sound 
could draw unwanted attention.

Lost or Stolen Devices
Don’t leave your phone in places 
such as café tables, or a back 
pocket. Make sure that if it is in a 
bag, it is zipped up & secured and 
not left unattended.

Don’t use your phone at obvious 
places for theft, such as tube 
station exits.

Keep your phone out of sight 
where possible.

Minimise any personal / sensitive 
information stored on your device.

Backup your phone’s data on        
a regular basis, but be careful 
about using “cloud” services for 
sensitive information.

Learn how to remotely lock and 
wipe your device. If you need      
an application to do it, download       
it now rather than regret not    
doing it later.

Make use of your device’s           
PIN lock, screen timeout and 
password functions.

Register your phone on          
www.immobilise.com, then the 
Police can help you recover it.


